Fair Political Practices Commission
2025 Leadership Accountability Report December 31, 2025

December 31, 2025

Joe Stephenshaw, Director
Cadlifornia Department of Finance
915 L Street

Sacramento, CA 95814

Dear Director Joe Stephenshaw,

In accordance with the State Leadership Accountability Act (Leadership Accountability), the
Fair Political Practices Commission sulbmits this report on the review of our internal control and
monitoring systems for the biennial period ending December 31, 2025.

Should you have any questions please contact Jue Wang, Chief of Administration, at (279)
237-5915, jwang@fppc.ca.gov.

GOVERNANCE

Mission and Strategic Plan

The Fair Political Practices Commission (FPPC or Commission) was created by the Political
Reform Act of 1974 (Act), a ballot initiative passed by California voters. The mission of the Fair
Political Practices Commission is to promote the integrity of representative state and local
government in California through fair, impartial interpretation and enforcement of political
campaign, lobbying, and conflict of interest laws. To meet its responsibilities under the Act, the
Commission adopts and amends regulations. It also develops required forms, prepares
manuals and instructions, aids agencies and public officials with record keeping and
reporting, and maintains a central file of statements of economic interests for certain state
and local officials. The Commission staff also investigates alleged violations of the Political
Reform Act, imposes penalties when appropriate, and assists state and local agencies in the
development and enforcement of conflict-of-interest codes. In an effort to reduce violations,
the FPPC educates the public and public officials on the requirements of the Act and provides
written and oral advice to public agencies and officials, and conducts seminars and training
sessions.

The Fair Political Practices Commission has primary responsibility for the impartial and effective
administration of the Political Reform Act. The mission of the Act is to serve as the legal
bedrock of governmental ethics in California. It regulates:

* Campaign Finance

* Financial Conflicts of Interest by Public Officials
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Lobbyist Registration and Reporting
Post-Governmental Employment
Political Mass Mailings at Public Expense

Gifts and Honoraria given to Public Officials and Candidates

The Commission and its staff have a strong focus on integrity and accountability.
Management and staff possess a strong work ethic and share a deep commitment to the
agency's mission.

FPPC's principal areas of responsibility are described as follows:

Legal Division is headed by the General Counsel and comprises staff attorneys, Political
Reform Consultants, and support staff.

Litigation - The FPPC is primarily responsible for representing the state in litigation
challenging the Act, as well as litigation involving the FPPC itself. Legal Division attorneys
are authorized by statute to represent the FPPC in court. However, the FPPC may also
request representation by the Attorney General’s office. The Act provides that, upon
request, the Attorney General must provide legal advice and representation without
charge to the Commission. In these cases, the Commission’s staff attorneys work closely
with assigned Deputy Attorney Generals to provide subject matter expertise and
oversight.

Advice - The Legal Division staff provides written advice in response to requests via email
and mail from state and local officials, candidates and campaign committees, and
lobbyists. Advice requests concern all different areas of the Act, including financial
conflicts of interest and campaign finance reporting and disclosure. Staff also provide
adyvice in response to telephone requests when the questions are relatively
straightforward.

Regulations — Legal Division attorney and staff draft new and amended regulations to
implement and interpret the provisions of the Act, as well as regulations governing the
operations and procedures of the Commission.

Legislation - The Legal Division assists in draffing Commission-sponsored legislation and
provides analysis on other bills that impact the Act.

Conflict of Interest Codes — Legal Division staff review and approve code adoptions and
amendments for all state and multi-county agencies. The Political Reform Consultants
also assist various government agencies in developing their own conflict of interest
codes via webinars, training materials, and individual assistance.

Training, Assistance, and Public Outreach - Legal Division staff prepare and conduct
extensive training and outreach, including workshops and webinars, to help interested
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parties better understand their obligations under the Act. The division develops forms,
manuals, and other written resource materials covering all areas of the Act.

Public Affairs and Media Relations - The Legal Division Political Reform Consultants
provide the public with timely information on the actions, decisions, and policies of the
Commission. The Media Relations, Public Affairs, and Communications office within the
Executive Division helps educate the public and media on the FPPC's role and the spirit
of the Political Reform Act. The office also provides media availability of FPPC leadership
and subject matter experts.

Enforcement Division is a team of lawyers, investigators, political reform consultants, and
support staff that investigates and administratively prosecutes suspected violations of the
Political Reform Act.

Enforcement Process - The Enforcement Division analyzes and processes over 3,000 complaints
and referrals per year about potential violations of the Act. Complaints and referrals are
received from citizens, other government agencies, and the media. The Enforcement Division
also investigates on its own initiative. A matter will be fully investigated if there is sufficient
information to believe that a violation of the Act has occurred.

*  Administrative Enforcement Case Resolutions - A complaint can be resolved in several

ways depending on the strength of the evidence, the particular facts, and the amount
of public harm involved. If there is insufficient evidence to prosecute, a case may be
closed with a letter finding no violation or an advisory letter. If the seriousness of the
offense and public harm are low, a warning letter may be issued identifying a violation
of the Act, but concluding that a monetary fine is not warranted. Finally, if the case
merits the pursuit of a fine, the Enforcement Division will prosecute the violators and may
seek penalties of up to $5,000 per violation.

Collaboration - During an investigation, the Enforcement Division may uncover evidence
of criminal misconduct, or an outside agency may uncover evidence of violations of the
Act. It is common in these circumstances for each agency to notify the other and
collaboratively enforce California law. In addition, the FPPC also assists the Attorney
General’s office, the Federal Bureau of Investigation, district attorneys, and authorized
city attorneys in analyzing, investigating, and prosecuting violations of the Act.

Administration and Technology Division is responsible for personnel, budgeting, accounting,
business services, employee-employer relations, information technology services, and handling
statements of economic interests filed with the Commission.

Personnel functions include recruitment, hiring, position classifications and
reclassifications, attendance and payroll, tfraining, grievances, and punitive action. The
Division also handles equal employment opportunity, labor relations, and reasonable
accommodation and ergonomic issues.
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* Budgeting functions include the development, management, and revision of the
Commission's budget. The Division also accounts for all funds expended by the
Commission.

* Business Services include building and space management, communications, contracts
and procurement, equipment and supplies, maintenance, and travel.

* Information Technology services include maintaining the network, network security, and
the FPPC website, and providing PC hardware and software for agency employees. The
Information Technology unit plays a crucial role in fulfilling the Commission’s goal to
increase fransparency.

* Statements of Economic Interests (SEl or Form 700) — The SEI Unit within the Administration
and Technology Division provides technical assistance to public officials across California
who are required to file the Statement of Economic Interests (Form 700). The SEI Unit acts
as the filing officer for approximately 25,000 high-level officials, including elected officials,
candidates, judges, and heads of state departments and agencies.

Audits and Assistance Division conducts an ongoing program of mandatory and discretionary
audits. Audits include campaign statements filed by all candidates for elective offices,
statewide offices, and local jurisdictions, as well as all reports filed by lobbying firms and
lobbyist employers. Statements filed by state ballot measure committees and state general
purpose committees are also included. The majority of the audits authorized under the Act are
conducted by a special unit of the Franchise Tax Board (FTB), and the audit reports are sent to
the FPPC for review by the FPPC Enforcement Division. The FPPC is responsible for auditing the
statements filed by candidates for State Conftroller, State Board of Equalization, the Board of
Administration of the Public Employees’ Retirement System, and contractual audits of locall
jurisdictions.

Control Environment

The Fair Political Practices Commission is a five-member independent, non-partisan
commission that has primary responsibility for the impartial and effective administration of the
Political Reform Act. The Act regulates campaign financing, conflicts of interest, lobbying, and
governmental ethics. The Commission’s objectives are to ensure that public officials act in a
fair and unbiased manner in the governmental decision-making process, to promote
transparency in government, and to foster public trust in the political system.

The Commission conducts monthly hearings where the FPPC meets to hear and vote on
enforcement matters, adopt regulations, discuss legislative and litigation reports, and update
the public about what is going on at the Commission. The hearings are open to the public,
and time is allotted for public comment. There are several goals the Commission is promoting
to help foster the public’s trust in our political system. Foremost, the Commission continues to

Page 4 of 17



Fair Political Practices Commission
2025 Leadership Accountability Report December 31, 2025

diligently prosecute serious violations of the law, ensuring that officials operate in a way that
does not betray the public’s confidence. Second, the Commission strives to increase
transparency by utilizihg fechnology to provide “smart disclosure,” giving more people easy
access to vital information about their public officials and campaign financing. Finally, the
Commission concentrates on adopting meaningful reforms while maintaining the highest
ethical standards. The objective is to streamline the rules to reduce redundancy, eliminate
loopholes, and improve accountability with more timely and accurate disclosures.

To ensure that the accountability and authority for governance and management of the
FPPC are clearly stated, the Commission has set forth the Governance Policy to specify the
roles of the Commission and its delegation of powers and duties to the Chair and the
Executive Director. The FPPC Governance Policy was adopted by the Commission in
December 2019. All authority granted by statute to the Commission is retained, except as
specifically delegated in the Governance Policy or by regulation. The Commission’s statutory
duty is to ensure that the Political Reform Act is impartially and effectively administered and
implemented. The policy is infended to assist the Commission in its oversight responsibilities, to
ensure the FPPC’s compliance with all applicable laws governing the operations of the
agency, and its employees and Commissioners, including but not limited to the Bagley-Keene
Open Meeting Act, the Public Records Act, the Administrative Procedure Act, and State laws
protecting employees from unlawful workplace practices, discrimination, etc. The policy
ensures the proper management of the FPPC, delegating execution of Commission policies
and strategic objectives to the Chair and Executive Director and, through the Executive
Director, re-delegation to the employees of the FPPC.

Additionally, the Governance Policy allows the Commission to create two-person advisory
committees to assist in the performance of the Commission’s functions, which shall consist of
the Chair and one other Commissioner. Each committee is responsible for reviewing and
recommending to the full Commission policies, goals, regulations, and other action items that
are pertinent to its subject matter jurisdiction. Each committee reports regularly on its activities
and anticipated activities and presents recommendations with any supporting
documentation to the full Commission, to promote transparency and ensure that all
Commission members and the public are adequately informed. Each committee operates to
assist the Commission in evaluating and considering the adoption of key policies, goals,
regulations and other action items, and is not intended to direct the daily operations of
management of the Commission. The Commission has created three advisory committees: the
Law and Policy Committee, the Budget and Staffing Committee, and the Public Outreach
and Technology Committee.

The Law and Policy Committee’s responsibilities include, but are not limited to:

1. Reviewing legislation that proposes significant substantive, as opposed to merely

Page 5 of 17



Fair Political Practices Commission
2025 Leadership Accountability Report December 31, 2025

technical, changes to the Act and providing information and recommending formal
positions to the Commission regarding the same.

. Reviewing changes to the Act and recommending potential regulatory action by the

Commission as necessary to implement such changes.

. Periodically reviewing Commission regulations for potential revisions that would improve

transparency, efficiency, compliance with, and enforcement of the Act, and
recommend such changes when appropriate to the Commission for consideration.

. Recommending to the Commission internal policies and procedures that, among other

things, will ensure compliance with all laws governing the Agency. Recommend to the
Commission internal policies and procedures that, among other things, will ensure
compliance with all laws governing the Agency.

. Recommending to the Commission the adoption or revision of procedures to archive

and make publicly available the various rules, policies, and resolutions of the
Commission.

The Budget and Staffing Committee’s responsibilities include but are noft limited to:

. Reviewing the annual FPPC budget to the Commission.

. Ensuring that Commissioners have adequate information concerning, and an

opportunity to comment on, the proposed FPPC annual budget.

. Reviewing and advising the Commission on requested unbudgeted expenditures by the

Executive Director in excess of $1,000.

. Reviewing and recommending to the Commission, policies and procedures that will

ensure the integrity of the financial control and reporting system.

. Periodically receiving information about the Commission’s staffing needs and preparing

recommendations to the Commission regarding the same.

. Recommending to the Commission the selection, evaluation, and, if necessary, discipline

or dismissal of the Executive Director.

. Recommending to the Commission the adoption or revision of personnel or office

policies, including but not limited to policies concerning the procedures to be followed
by the Executive Director in the selection, evaluation, and discipline of dismissal of staff.

The Public Outreach and Technology Committee’s responsibilities include but are not limited

fo:

. Reviewing and recommending improvements to the FPPC website, online tools, and

digital communication platforms to enhance accessibility, usability, and fransparency.

. Evaluating public outreach efforts, including surveys, public comments, and educational

initiatives, to ensure stakeholder participation and effective dissemination of information.
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Assessing new technologies or system updates to improve internal operations, public
access, and information management.

Ensuring technology and outreach initiatives align with organizational goals and
compliance requirements across the agency.

The Chair, appointed by the Governor, is a voting member of, and the presiding officer of the
Commission. The Chair:

1.

Provides leadership and guidance to the Commission and staff regarding all aspects of
FPPC policy.

Acts on behalf of, and in the name of, the Commission between meetings of the
Commission, including certifying actions taken by the Commission.

Speaks for and represents the Commission in communications with the public, the press,
and government institutions.

Provides daily oversight of the management of the

5. On aregular basis solicits input from the Commissioners concerning Commission priorities

and activities and reports to the Commissioners on actions taken on behalf of the
Commission.

Submits a tentative Commission agenda to the other Commissioners for their review and
approval as fo an item description or placement, but not as to the merits of any item,
prioritizing and scheduling agenda items in conformance with Commission established
policy, however, any item proposed for a Commission agenda by two or more
Commissioners shall be placed on that agenda in the form requested.

Submits a final agenda for each Commission meeting based on input from other
Commissioners, staff, and the public.

Ensures that the information provided to the Commission is comprehensive, timely,
impartial, and not unduly burdensome.

Except as otherwise required by any provision of Article 9 of Chapter 1 of Part 1 of
Division 3 of Title 2 of the Government Code to the contrary, the Chair conducts
Commission meetings with reference to Robert’s Rules of Order and other rules adopted
by the Commission.

The Commission delegates to the Executive Director primary responsibility for the operations
and management of the Agency under the day-to-day supervision of the Chair in
conformance with Commission policy. The Executive Director is responsible for ensuring that
the Chair and Commissioners are fully informed regarding the operations and management of
the Agency. The Executive Director:

1.

The Executive Director acts as the chief of staff of the FPPC:
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o

Selects, regularly evaluates, and when necessary, disciplines or dismisses executive
staff in accordance with Commission policies and procedures.

With input from the Division Chiefs, hires, evaluates, promotes, and when necessary,
disciplines or dismisses other staff in accordance with Commission policies and

Reports to Budget and Staffing Committee and the Commission on activities in
connection with the hiring, evaluation, promotion, discipline, and dismissal of
executive staff and other staff.

In consultation with the Budget and Staffing Committee, prepares and submits to the
Commission all office policies and procedures applicable to staff not in conflict with
any statute, regulation, or applicable state employee collective bargaining. Such
policies include, but are not limited to:

= Work hours/flexible schedules/telecommuting of staff;

= Handling of communications within and outside the agency, including text
messages, e-mail and public records act policies;

= Policies affecting all employees, such as dress code;
= Creation and maintenance of duty statements for all staff positions;
= Training and development of staff;

= Handling of special assignments and staff projects; productivity and time-keeping
systems; and

= Evaluation of staff policies and reports as directed by the Commission.

Receives and coordinates requests from Commissioners regarding staff work and, in
consultation with the Chair and Division Chiefs, prioritizes such requests consistent with
Commission policies and goals.

Subject to the limitations of Commission established policy and under the day-to-day
direction of the Chair, the Executive Director may act on behalf of and in the name of
the Commission between meetings of the Commission, including certifying actions
taken by the Commission. The Executive Director may not establish or revise policies,
promulgate or amend rules or regulations, issue or revise Commission opinions, or
approve or revise positions on legislation pursuant to this subdivision.

The Executive Director reports each month to the Commission on actions taken on
behalf of the Commission for its review and approval.

Pursuant to Commission established policy and under the day-to-day oversight of the
Chair, the Executive Director ensures that the information provided to the Commission
is comprehensive, timely, impartial and not unduly burdensome.

Under the day-to-day oversight of the Chair, and subject to established Commission
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policy, the Executive Director oversees the implementation of the short-term and
long-term goals and priorities of the Commission and reports to the Commission in
writing on achievement of its goals and priorities.

> Pursuant to Commission established policy and under the day-to-day oversight of the
Chair, the Executive Director exercises oversight over Commission staff with respect to
their official duties to communicate with the public, the press, and government
institutions to ensure that those communications are forthright, accurate, and do not
disparage any Commissioner or staff member.

2. The Executive Director also acts as the chief budgetary and administrative officer of the
FPPC.

3. The Executive Director acts in the name of the Commission with respect to the following
statutory duties:

o Conducts probable cause hearings.

> Reviews and approves conflict of interest codes other than the code of the
Commission.

> Reviews, approves, and signs subpoenas.

Information and Communication
Internal Communication

The FPPC shares important information about risks, controls, and monitoring activities in a clear
and timely way. FPPC communicates monitoring activities to key members of management
through regular verbal briefing and written communication. Each division maintains
documentation that supports its work and helps management understand the effectiveness of
internal controls. Information is communicated to all levels of management, with an emphasis
on making sure supervisors and frontline managers receive what they need to carry out their
responsibilities. The type and frequency of communication depend on the Commission’s
operations, risk level, and business needs.

The FPPC provides multiple channels for staff to report inefficiencies, operational concerns, or
inappropriate actions. These channels include all-staff surveys, the employee suggestion email
box, and regular unit and division meetings. Managers maintain an open-door policy to
encourage open communication and ensure staff have direct access to supervisory support.

The management team meets regularly to review staff feedback, evaluate emerging
concerns, and determine appropriate corrective actions. This structure supports tfransparent
communication, fimely issue identification, and continuous improvement of internal conftrols.

External Communication
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The FPPC conducts a variety of meetings, including the Commission's monthly hearing,
opportunities for public comment, and training for the regulated community. Public
participation is encouraged.

At its monthly meeting, the FPPC convenes to hear and vote on enforcement matters, adopt
regulations, discuss legislative and litigation reports, and update the public on the
Commission's activities. The hearings are open to the public, and time is allotted for public
comment.

Committee meetings are held as necessary, as determined by the committee chair.
Committee meetings will be publicly noticed at least five business days before the meeting,
and the public may attend and listen to the committee’s deliberations.

The FPPC updates its regulations, manuals, and forms to address changing circumstances in
California on a regular basis. When these updates happen, the FPPC may hold an Interested
Persons Meeting. These meetings allow the public to provide feedback and recommendations
on the FPPC rulemaking process.

MONITORING

The information included here discusses the entity-wide, continuous process to ensure internal
control systems are working as infended. The role of the executive monitoring sponsor includes
facilitating and verifying that the Fair Political Practices Commission monitoring practices are
implemented and functioning. The responsibilities as the executive monitoring sponsor(s) have
been given to: Jue Wang, Chief of Administration.

The FPPC's Administration Division will coordinate all monitoring activities and is integrating
formal ongoing monitoring activities into existing practices used to manage its resources and
operations, such as conducting separate evaluations and regularly meeting with the
executive management team on a monthly basis during strategic planning meetings to
address and document all results and/or to develop a corrective action plan to address results
and outcomes. The frequency of monitoring activities will be evaluated on a case-by-case
basis, determined by factors such as risk priority, critical budget and project deadlines,
timelines, urgency, staff experience, subject matter difficulty, and uniqueness.

FPPC has established a bi-annual internal control (IC) review led by the executive
management team that was designed to provide reasonable assurance on the achievement
of the entity's objectives with regard to the reliability of financial reporting, effectiveness and
efficiency of operations, and compliance with applicable laws and regulations. IC over the
safeguarding of assets against unauthorized acquisition, use, or disposition may include
controls related to financial reporting and operations objectives. Through a risk assessment
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and evaluation review, the executive management team will discuss the timeframe for
deficiencies to be remedied and will work to remedy any issues identified. The FPPC has a
policy that all deficiencies will be mitigated as soon as possible.

The Fair Political Practices Commission has implemented the ongoing monitoring processes as
outlined in the monitoring requirements of California Government Code sections 13400-13407.
These processes include reviews, evaluations, and improvements to the Fair Political Practices
Commission systems of controls and monitoring.

RISK ASSESSMENT PROCESS

The following personnel were involved in the Fair Political Practices Commission risk assessment
process: executive management, middle management, front line management, and staff.

The following methods were used to identify risks: brainstorming meetings, employee
engagement surveys, ongoing monitoring activities, audit/review results, other/prior risk
assessments, external stakeholders, questionnaires, consideration of potential fraud, and
performance meftrics.

The following criteria were used to rank risks: likelihood of occurrence, potential impact to
mission/goals/objectives, timing of potential event, potential impact of remediation efforts,
and tolerance level for the type of risk.

Due to the nature of the Commission and its mission of promoting integrity in government, the
ongoing evaluation of the integrity of its systems and controls is of utmost importance. The
executive management team of the Commission meets monthly on Strategic Planning, which
covers the Commission's objectives, mission, and priorities. Risk assessments were prepared,
evaluated, and revised on a need basis. The Commission is aware that management is
responsible for establishing and maintaining a system of internal conftrols within our agency.

The agency meets the objectives of internal control, which are to provide reasonable, but not
absolute, assurance that: Assets are safeguarded against loss from unauthorized use or
disposition. Transactions are executed in accordance with management’s authorization and
recorded properly to permit the preparation of reliable financial statements. Financial
operations are conducted in accordance with policies and procedures established in the
State Administrative Manual, and certain other state laws and regulations, as well as the
Commission’s policies and procedures. There is a basic foundation upon which a structure of
public accountability must be built in order to minimize fraud, errors, abuse, and waste of
government funds. System requirements are communicated to employees. FPPC has a plan of
organization that provides segregation of duties appropriate for the proper safeguarding of
FPPC assets.
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FPPC has a plan that limits access to state agency assets to authorized personnel who require
these assets in the performance of their assigned duties. Personnel have been trained,
commensurate with their responsibilities. Technology infrastructure supports the completeness,
accuracy, and validity of information processed.

A collaborative effort through the executive management team resulted in the selection of
risks and controls to test. The result of the conftrol testing was communicated to all senior
management for their review and feedback. The review identified and evaluated potential
risks to the Commission and tested the critical controls necessary to mitigate the threats
identified during the risk assessment process. In addition, executive management held a series
of meetings to discuss the 2025 report. The discussion focused on the risks and confrols to
mitigate these risks in the Commission’s current environment. A consensus was reached that
the significant Commission-wide risks and corresponding controls were properly identified and
arficulated.

RISKS AND CONTROLS

Risk: Workforce Planning

The Commission relies on specific individuals with significant knowledge and expertise in
key areas, making the department vulnerable if they leave, retire, or are temporarily
absent.

* Small agency with limited positions creates challenges in cross-fraining and
backups.

« Staff experts are relied upon exclusively without any backup to assist in their
absence.

* High turnover in professional classifications, such as Attorney, disrupts confinuity
and increases the burden on remaining staff.

Control: Succession Planning

Continue to develop and implement a comprehensive workforce development
plan to prepare staff to fill key positions.
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* |dentify gaps in the workforce development plan and develop solutions to
address the gaps.

* Continue to provide Development Training for multiple levels of staff and
clear advancement paths.

* Review and adjust classification structures to stay competitive.

* Regularly evaluate workforce demographics, classifications, skills, and
staffing levels to anticipate attrition and plan for future needs.

* Crosstrain employees across different divisions.

Control: Staff Recruitment and Development

Formalize and implement a comprehensive workforce development plan. The
components of the plan should include:

* Recruitment and hiring strategies.
e Training, coaching, and leadership programs.
* Performance evaluations and improvement strategies.

* Promotional processes.

Control: Knowledge Transfer

Ensure critical knowledge, historical context, and specialized processes are
preserved and accessible.

* Maintain comprehensive documentation that captures key procedures,
workflows, and historical context for specialized unit functions.

* Establish and use a Centralized File Structure. Determine where
documentation is stored (e.g., shared drives, SharePoint).

e |dentify and inventory current information and documentation.

* Evaluate where critical knowledge is undocumented or outdated.
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I * Create new materials or revise outdated content to close identified gaps.

Risk: Technology Security & Use of Generative Al (GenAl)

Potential internal acts threaten the integrity, safety, or privacy of information.

» Staff accessing data and internal infrastructure from outside the US/California.

* Staff accessing data and internal infrastructure from public locations over open
wireless connections.

* No alerts for exfiltration of Personally Idenfifiable Information (PIl) across email
infrastructure.

e Access levels allow users to view unauthorized information.

* Unintentional disclosure of confidential or sensitive information, generation of
inaccurate or misleading content, or reliance on Al-generated outputs without
proper validation.

* Inadequate process to identify Al-generated images and content.

Control: Security

* Update the current VPN Tunnel configuration to encrypt all data.
* Restrict access to infrastructure to the US.
* Implementation of more fine grain access alerts for internal infrastructure.

* Further restrict access to infrastructure with VPN to only state assets by use
of asset identification

* Implement Pll Protection on email infrastructure.

» Further restrict users utilizihg group access levels and implement on the file
infrastructure.

* Periodically sending reminders to staff and phishing email attempts to
ensure compliance.
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Control: Ongoing Training & Policy development

* In order to mitigate this risk, our Information Security Officer (ISO) and the
assistant ISO have attended the Department of Technology's security. They
have implemented an annual review of our agency's risk assessment on
data security.

* Train employees on how to verify their telework environment is in
compliance with the Commission’s telework policy.

* Train employees on security risks related to the environment/location of
third-party devices before use.

e Develop and implement a formal policy to help IT verify end users when
they have been identified aft risk if IT is notified of abnormal activity.

* Develop and implement a formal GenAl Use Policy that outlines approved
tools/platforms and prohibited uses.

* Provide staff with additional training on Generative Al and Al detection/
anti-detection techniques.

Risk: Funding

The Commission relies entirely on the General Fund to support state operations,
employee salaries, and benefits. Funding limitations may affect the Commission’s ability
to maintain staffing levels, implement strategic initiatives, and fulfill statutory obligations
efficiently and effectively. These constraints infroduce risks to operational confinuity,
compliance, and program effectiveness.

* Funding constraints limit the full implementation of programs required by law,
reducing the resources available to ensure legal compliance and increasing the
risk of delayed or incomplete execution.

* No funding has been allocated for the replacement or upgrade of outdated
databases and software systems, which may compromise data integrity, reporting
accuracy, and the effectiveness of internal controls.
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Control: Budget monitoring and Forecasting

* Monthly budget monitoring and forecasting to identify shortfalls early and
adjust spending accordingly.

* Prioritization of core functions to ensure continuity of essential services
during funding constraints.

* Engagement with the Department of Finance to communicate funding
needs and impacts during the budget change process.

CONCLUSION

The Fair Political Practices Commission strives to reduce the risks inherent in our work
and accepts the responsibility to continuously improve by addressing newly
recognized risks and revising risk mitigation strategies as appropriate. | certify our

internal control and monitoring systems are adequate to identify and address current
and potential risks facing the organization.
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Galena West, Executive Director

CC:. Cudlifornia Legislature [Senate, Assembly]
California State Auditor
California State Library
California State Controller
Director of California Department of Finance
Secretary of California Government Operations Agency
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